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MAC : Medium Access Control
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Hidden Terminal Problem in Wireless Networks
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International Industry Standard: IEEE 802.11

IEEE 802.11 compliant products are currently popular on the market.
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http://zh.wikipedia.org/w/index.php?title=Image:Wifi_logo.gif&variant=zh-tw

You Can Also Access Wi-FI Qutdoors

H.
access point




Hardware Assumption : Half-Duplex Transceiver
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ALOHA : The First MAC In the World

]
I
i
The Bi
Islan

1o

1970 =# > Norman Abramson 5i [¥| Aloha

7157



Slotted-ALOHA : The Second MAC
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Observation : Why Slotted-ALOHA Is Better
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Carrier Sense and Hidden Terminal Problem
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Not All Protocols Suffer Hidden Terminal Problem
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802.11 WLAN Architectures

Ad-Hoc WLAN Infrastructure WLAN

Internet

Local Area Network (LAN) = Single-Hop Network

Definition given by IEEE (Ref : ?“fgﬁiﬁr{/EﬁEﬁ%ﬁf}E‘%‘é’? F,'Jﬁq“[fﬁ'—é‘, page 1-4)
A LAN is a data communication system allowing a number of independent
devices to communicate directly with each other, with a moderately sized

geographic area over a physical communication channel of moderate data rate.
12/57




Ad Hoc WLAN = Single-Hop MANET

Single-Hop MANET (Mobile Ad-Hoc Network)

A mobile ad hoc network (MANET) is defined as a set of mobile stations
operating without the aid of access points or base stations.

f* ""‘“}‘%Fl

IEEE 802.11 17" ad hoc WLAN U321 » = i £ 2 b o e
access point p‘/ base station =7V infrastructure %iﬁ G U= ) E&Eﬁﬁ
Al SE
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802.11 MAC Includes DCF and PCF

Ad-Hoc WLAN

Infrastructure WLAN

Internet

Access Point

53

i%;E'JE%ii?i ad-hoc | infrastructure

WLAN WLAN
DCF (Distributed coordination function) yes yes
PCF (point coordination function) no yes

& PCF ¥ > station & % 3 2% » & ff L JE® AP (Access Point) #if &,
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DCF Basic Method : Listen Before You Talk
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SIFS and SlotTime
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Why We Cannot Allow SIFS > DIFS ?
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The Purpose of ACK
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DCF Option : Request-To-Send and Clear-To-Send
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DCF : RTS/CTS Option ( %% )
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RTS/CTS : Not A Complete Solution
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Why 802.11 Still Provides RTS/CTS Option ?
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RTS/CTS : Shorten the Time to Know Collision

 DIFS, s £ 2 @ #argmF ($BIM S page 18)
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Simulation Results : When to Use RTS/CTS ?
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Why Not p-Persistent CSMA Approach
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Collision Avoidance : Random Backoff
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Adaptive Contention Window Control
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BEB : Binary Exponential Backoff

MAC ¢ &g~ e P BEB - ¥ i 3| p-persistent CSMA gz & »
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How to Enjoy Internet via WLAN ? Find an AP
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How to Get Services from the AP

o State1:

Erlgfnse; é Unauthenticated,
N— Unassociated — o
N - DeAuthentication
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Successful DeAuthentication \
Authentication Notification N\
x
Station ¥ i# authentication request %
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—» Unassociated response I.Io P et 3t f/.r{;ﬁ Z M
o A
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Clagfa:‘:é&sk Authenticated, - T AP poeoaa 4 (6] 5’—\@”}5 FiE
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‘igure 8—Relationship between state variables and services
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Access the Internet via AP
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Priority Support for Real-Time Traffic

Internet

N\ 4

.

access paint

Real-time traffic - {7]{[! voice i%# video lgmﬂ? | deadline E'Lifﬁﬁjﬂ (voice
H~ deadline 3 ﬂmt , 25 ms > video [V deadline 3 @ﬁrjt'g 75ms) o HZEENR
AFHERRLELE « 7 deadline IV i PR e rRNLAL ['Fuﬁf' : ﬂﬁﬁkﬁ@?ﬁﬁ[

}LJYSZI II IF[j FlJ)’—u i
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Priority Support Problem

Immediate access when medium

is free >= DIFS OFS Contention Window
PFs  [¢ >
DIFS | ,
SIFS | |77 7
‘ | Busy Medium  «—> | .Bac,k{)ﬁ -Window /| Next Frame
Ll Slottime
Ddfer Access Select Slot and Decrement Backoff as long

@ @ 1 edium is idle
igure 51—Basic access method

low-priority  high-priority

A low-priority station may acquire the floor earlier and faster than

a high-priority stations.

33/57



Prioritization via CW Differentiation Scheme

busy media i
| N N >
! ' CW_lowPriority = 15 slots, backoff = 8 slots
low-priorit : ;
y 4 ! : data frame
(A) —
i i CW _highPriority = 7 slots, backoff = 4 slots
i : data frame
(8) - ;
time
high-priority DIFS

Priority & 3 7 frame i * ] ¢ contention window - ¥} &5 $#| 7
backoff slots » 12 if ¥ r4t priority ™ s station L3 I 4 o
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Priority Reversal Problem

busy media i
N .
! ' CW_lowPriority = 15 slots, backoff = 3 slots
low-priority i :
(A) — »
i i CW _highPriority = 7 slots, backoff = 6 slots
i data frame
(8) - :
time
high-priority DIFS

Priority reversal phenomenon: § high-priority frame 4= low-priority
frame fr PF3ES e % » 3 ¥ 4t low-priority frame & & ¥ channel ¢h

HAlE (L BE )
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Prioritization via CW Separation Scheme

D. J. Deng and R. S. Chang, “A Nonpreemptive Priority Based TABLE 1
Access Control Scheme for Broadband Ad Hoc Wireless ATM EXAMPLES OF BACKOFF TIME OF INDIVIDUAL TRAFFIC
Local Area Networks,” IEEE Journal on Selected Areas in

i i nsecutive times (i)
Communications, Vol. 18, No. 9, pp. 1731-1739, Sep. 2000. . el . ] |
ACK timeout + DIFS  Typesof requests
!l_ilmlll}

1
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1
T ) 5 | 7 Rabmebaotitic |3 |07 |0-15| 0-31
high-priority !
data
@ I Admitted inactivated video traffic| 4 _7 1 8.15 | 16-31] 32-63
— . (1,1,1)
3 4% 1 6
- < - Non-real-time handoff traffic
high-priority | data New request traffic 8-15 | 16 31| 32- 63 |64-127
@ _ ! . (3,2,1)
- 1 3/7 AT
low-priority ! : data
C : ! >
' v time
DIFS DIFS

Fl 7% data frame Em@i%jp’ﬁtéﬁ_f? collision » — EI538 % collision » data
frame ~4ZHES > LF“’E%]b contention window F’TJ[H\ o 1%@? high-priority

backlogged (Eix%) frame F H:mﬁﬁﬁ low-priority non-backlogged (# E1:X)
frame o Frl'] [F== 33k 3R] priority reversal problem 57



Prioritization in 802.11e Enhanced DCF

Voice
AC=3

Video
AC=2

Best

Effort
AC=1

Back-

ground

AC=0

DIES :
] AC CWmin CWmax AIFSN
AIFSN AC BK aCWmin aCWmax I
5|2 slots |0 ~ 3 slots | ACBE | aCWmin aCWmax 3
| AC VI | (aCWmin+1)2—1 aC\Wmin 2
| AIFSN
- AC VO | (aCWmin+1)/4—1 | (aCWmin+1)2—1 2
&2 slots 0 ~7 slots
AeSN T
2l 3 slots 0 ~ 15 slots
AIFSN R
g 7 slots 0 ~ 15 slots
i Minimum Random Backoff
'« Wait £ Wait >
| J N\ _/
Y Y
CWmin

AIES (Arbitration Inter-Frame Space)
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Priority Reversal Problem in IEEE 802.11e

(©

DIFS ACK timeout + DIFS
busy L i E
medium | ! I .
L1 3 47
high-priority ! -
| data wait
(o= % =
I 1 |
113 416
i i i |
high-priority ‘ ! data wait
B : . —
: 0 5 42
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priority | e data | time
: ! ! ]

! | backoff = 2
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iz i & #H341* backoff % & # prioritization &= j2 $R3L %
& 7% 24 priority reversal problem o H B %] 43 § 4~ % 3+
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|IEEE 802.11e: Simulation Results

Saturation delay (ms)
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Revisit of Real-Time Traffic Characteristics

Real-time traffic - [7]4[! voice ¥ video - ﬁﬁﬁ’ﬁﬁﬁ@'[ﬁkﬁfﬁ | EHYERR

5 L , 2N ol BN R P - - ’(— = s F N - 1 1 “H1HT \—>/
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stream transmission - ( @iﬁé]@ %) » PCF 34" multimedia streaming (™
25 EDCF) o {fThLit )’Tﬁﬁ PCF Vi » 2% 4% %; roll-call polling

S SRR | H R TSR Wi E SV
= PCRARLE LT U (=0T g Wi-Fi 40/57



he First Step

oward QoS: Roll-Call Polling

Basic Service Set (or cell)

The simplest way to support the features of (1) time bounded
transmission and (2) contention-free access = The AP polls every
station in sequence and check whether the polled station has data to send.
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IEEE 802.11: Basic ldea
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Superframe Structure

Delay (due to a busy medium)

< SU perframe o Foreshorteneq:l_CFF'
Contention-Free Period  Contention Period CF Period Contention Period
B PCF «— DCF — Medium B PCF

Variable Length Y 4 |

(per SuperFrame)

NAV

AP may be not involved

B = Beacon Frame

Figure 59—CFP/CP alternation

The DCF used in the contention period (CP) employs carrier sense multiple
access with collision avoidance (CSMA/CA) strategy to provide asynchronous
data service. The PCF used in the contention-free period (CFP) employs the
polling strategy to provide time-bounded service.
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Reservation Scheme : Join the Polling List

A station that successfully registers with

.................. the PC may be polled during the CFP.
‘.“" Delay (due to a Biﬁay.medium}
CFP repetition intet;v’él ‘F‘oreshortenedbCFF‘
b 2 > < ) \
Contention-Free Period Contention Period CF{’ eriod Contention Period
] !  DCF Busy DCF
B PCF yy Medium | B PCF A
Variable Length |
(per SuperFrame)
B =|Beacon Frame
NAV
(re)associate Figure 59—CFP/CP alternation (re)associate
frame frame
Get on the polling list: Get off the polling list:
The station shall use the DCF The station shall use the DCF
to (re)associate with the AP/PC. to reassociate with the AP/PC.
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PCF (Point Coordination Function)

p Contention-Free Repetition Interval >
< Contention-Free Period
SIFS SIFS SIFS?, PIFS SIFS
>He > STy —pH— Contention Period
ontention Feri
Beacon| | D1+poll DE;;FR Dﬁﬁgck +|:u::ll < >
Uz
— = J — t CE.END+ACK DX =Frames
- + by Point
ﬂl_ ), —PHe— —pHe— < sent by
**PIFS % SIFS SIFS  No SIFS Coordinator
....... onse Ux = Frames
F Poll Reset NAV sent by polled
Y stations
NAV

CPmin = DIFS + Tmax MPDU + SIFS + T_JLCI{ t CF_Max_Duration
PIFS = PCF InterFrame Space = SIFS + SlotTime = SIFS < PIFS < DIFS

PCF EU A # 17 beacon EE'@FIE[F NAV (=" £ CF_Max_Duration)
i 1~ DCF stations ( ({8 % DCF [y stations ) [y 4% IEIE'E'%F”
gL+ 7% CFP FETEE - inter frame space [£: €| SIFS 1 PIFS lﬂﬁﬁm : iHFE'Jé‘
[Iffr DCF stations = %[ beacon (p“ SAVEFERT ) o T

- & CFP ERSpVE= > IR M2 D= 6 DIFS T e A5/57



Aside : Piggyback via Frame Format

Ootets: 2 =2 L= (] L2 2 0 - 2312 <1

! g;?_l"t':gl Duration DA, = | BEsSSID 331‘:\?;‘.:5: Frame Body I Fos
L
................ — T TETErET T EEETEE.
s e data
- []
o station T srsscisnnenaaaa,
w Bi1B2 B3B8 BY BS B9 B10 B11 B2 'Ef'a'"'ﬂ'hﬁ-..ﬁlﬁ.
------------------------------------
Protocol To From | Maore Pwir More
Type Subtype Ret
Vearsion ¥R ¥R Ds DS Frag it Mgt Data WEP | Order
“‘ ..........
- s ks e e e e TRANsaggyg,, e Ew e =
e =TT T N Nt s naang,
=* =2 2 4 1 1 1 1 1 1T TNy, , o a
ot e e ey,
Twprer wanlune W pwas Subty e wanlue . . . R .
B3 X description BT b BS bhad Subtype description
¥l i ] [ ST Frovware=1 "maevwes f PP 3=l
L8l | i 1 1T4x¥1 1 P eraquaesmt T Merpnel (I35 3
L | C Cevpntiwarl L 1y C o lezanr T Sonaed (OS50
i1 L4 wiw 1 I 1ax1 Ay b rnerwss lasclgzryvesrmt f A D3
anl i L 1 11 14K ot nticon-Fres (L F »=Himel
LB | € Tewpntoanl {1 A | Lo -Frmwd + L -l
1 Irantan [SI8Tale] IErantan
10 I Fontm (SIRINN| IZmt;m + CCF=Aolk
10k I *sanvan iy 1Ok I*savgan + € "F =0F%cnll
..............................................................................................
1y [ FE (S T8 | FiY CF Aok L | I [} |
.............................................................................................
(] I anian (SR ESTSY Peduall Toapnecticyen f rxey clanian ¥
16y I ¥t (SRS CF-Mok (mo ooty
(] I dantan IS NS €O —F* sl { raes clantan
10y I antan o1 11 O =Mk b OO =Taxl1 Covar clantand

=0 [T EUE) - [l DA (destination address) » 77} 7 Poll + Data frufis5 -

AP 2 data E[ff;’i\—‘[‘%gﬂl AP %l!rﬁ (poll) Flfj*éi—‘[‘%},u\’;ﬁﬂﬁl[ﬁjﬁfj o = k" ACK > E[ 5"
=12 ) address A5 [i'3E - Fjij— (Wi data fiY station S EIE T 'i%}*@iﬁ]’[ﬁf ACK
RLAGEIRS CHIE A 15 ACK Tk JA] implicit ACK) 46/57



Early Criticism on PCF

PRODUCT FEATURES 2

« Compliant with |EEE 802.11a/b/g standard

» Host imerfacas: PCIl 2.2, miniPCI and 32-bit Cardbus

« Compliant with PCI bus power management specification v1.1
* 'C EEPROM interface

* 1 programmable GPIO

= 3.3V operating with 1.8V core voltage, 3.3V / 5V compliant 10s for PCI interface
* Integrated 3.3V to 1.8 V regulator control circuit

* Integrated oscillation circuit for axternal 20 MHz crystal

= Supperts advanced power saving solution

* Package: 14mm x 14 mm LQFP-128

BASEBAND FEATURES

* On-chip 1Q ADC and DAC

* On-chip AGC (Automatic Gain Control)

» Programmable data rales: 6, 9, 12, 18, 24, 36, 48, 54 Mbps for OFDM; 5.5,
11Mbps for CCK: and 1, 2Mbps for barker modulation

« Antenna diversity for belter transmitting and receiving performance

* RS5I status report by per receiving packet

MAC FEATURES

« Supports Infrastructure / AdHoc mode

» Supperis Multi-cast packet fillering function

* Two 32-bit timers Unit: 1 us

* Transmit loop-back mode support (Internal / External) to VIA solution

« Supporis BSS PCF

» Supporis IBSS ATIM window

« SIMPLE TEST Mode Support by hardware, (Continuing Receiving / Conlinuing
Transmitting)

« Supports 4 MIB counters: RTSSuccessCount, RTSFailureCount, ACKFailure-
Count, FCSErmorCount

IR © PCF |t 2
RIS ’“5?—& f/[fl' : (1)
PCF L HIf - (114 8%
ﬁﬂﬁ‘lﬁ polling Tl fs FT'ET?JFf
pJ MAC - (2) PCF 2 * ¢

* [HET=7EE) POF
AP ek
B & gy MAC FE[#[ -

g RRpHEE ]
_Fﬁ@%glpq}i Lt o &
BRI P RL A e 2
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PCF - 2t : No Admission Control

All admitted |

In PCF, all admitted stations are
not allowed to sleep during the
entire CFP since they do not know
when will be polled. If the number
of admitted stations is large, then
several stations may not be polled
during the entire CFP, causing the
unnecessary awakeness.
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PCF i 2L : Unconstrained Transmission Time

: CFP
4 >
CF-
AP |B| |P1 P2 P3 y
stations: 1—>AP 2> AP Null ;
| more data=1

How about
other stations?

If a station polled by the PC with insufficient time to send its
queued MPDU before the end of the CFP, it will respond with a
Null frame. This Null frame is simply the waste of bandwidth.

Unconstrained Transmission Time 74 # _FiL PCF pug ek -
Any polled station is allowed to send a single frame that may be of an
arbitrary length, up to the maximum of 2304 bytes. This may

adversely ruin the performance of other stations on the polling list. 20/57



802.11e HCF : TXOP (Transmission Opportunity)

CFP

- >

o HR B BR  BA BE

stations: D D D D
-« . - - >
TXOP TXOP TXOP

H QoS CF-Poll D data H ACK

TXOP Limit (its value depends on PHY)
DS-CCK OFDM Others
AC BK — & frame — & frame — & frame
AC BE — & frame — & frame — & frame
AC_ VI 6.016 ms 3.008 ms — & frame
AC=VO 3.264 ms 1.504 ms — & frame

HCF (hybrid coordination function): The beacon frame will announce the
TXOP_limit[AC] for each access category, where TXOP is defined as an
Interval of time during which a polled station has the right to initiate
frame exchange sequences onto the wireless medium.
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Power Management

Mobile station (ETH%&MS) AP I TR =L
IR e 2 mobility < R F %ﬁbp@irwﬁﬁ ,15:
Tl s R #’ﬁ%&ﬁ:ﬁ#@@ SR IF% R EGRE [
MAC B & 'I}Iﬁﬁ,ﬂﬂ AR - KL o station
IR sleep state (2%~ RL3*1 wireless interface card
F%Jﬁf HO) i AZE T sleep state fﬂﬂ’ﬁtB - IF{HIT =
o lA pJﬁ#[}[ﬁ]’jﬁ&‘ﬁ = lost - [N[F=wireless MAC ][I
AN PRI (A0 55 power
management ) B”jfﬂ%’*rﬁ SLEIfl o

Power Consumption (W)

1.8

15T

121

09

06 [

03[

[
Transmit  Recelve Listen Doze
State State State State

From: Lucent Wireless
Network Interface Card
(IEEE INFOCOM 2002)
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Power Management in Ad Hoc WLAN

_ beacon interval beacon interval
TBTT = - e _ g .
\_. ATIM P OATIM POATIM
Wlndow : window : : window
/ slee / B a d
X i | , >
b v by time
/B Sleep / A D B
Y4 - s .

time

beacon frame E ATIM frame H ATIM ACK |D| data frame @ data ACK

THIRE

1. fﬁ;r%v BETHRIAG X o 2 A F f %+ ATIM window HfIE S -

ELI Y TG ATIM window HRSTIRE HER e k] Bussg X 2

2. g IS S [ﬂ Eﬁwdiaﬁk_ beacon pA# N > ELF= beacons A E,L collision
7 3 PRI < FIEG{R ] fet 15 i station eﬁ‘f}_ beacon ?
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ATIM Window : Throughput Consideration

—q-------fF---t1---1 R R S P — -

Beacon interval
data

ATIM window

|
<
«—

<{<—0m O—A {—0m O—O0

53/57



Beacon Broadcast in Ad Hoc WLAN

——, e — e ————————————————— e — T e e = - e ——— e,

Qaea i DIFS *| Contention window for :
Endorprior | SIFS Contention window Data (bo/mc) next exchange i
Data  frame exchange | Management (bc) |

. il Prior exchange NAV not set @ e
l .

Figure 3-14. Broadmstfnm:'fu ast dum and hrumi’{aar management atomic frame exchange

. ¥+ broadcast |+ F <5 frame k3% - receiver # iy = CTS &
ACK o F] 5 4r% CTS ¢ ACK Fe pF v 7335 € H 3k collision -

2. % % 1 station 7= 1#i¥ beacon z_ w ¥ I'| W] cr station #7%F 11 2.
’ ‘u B 5 33 m“—, 7 o ! ﬁ . — T T
beacon LB i¥ beacon 3t E o 5 R & — 1B beacon x
X1 e A

3. # Infrastructure WLAN #2 gg & =_d AP 7% i¥ beacon - = ad hoc
WLAN # &g 7 ¥ 11 B 3 d % — B station % % i¥ beacon > %]z
7R station e f HE € Hi e 0 K S f&}—‘)ﬁ»}}l T ©

=¥ #r3 station ¥% 4 Frip beacon EE 3FE B ¥
¥ f F 4 LEE 54/57



Power Management in Infrastructure WLAN

| A¥H| 34|56
TIM Al AID

partial bitmap| 3 6 |1|1]|]0]|1| —

TBTT J |
*JMﬂGI\"II(B]) : BI : QCH(IMM
F Eh S e i
ofB B D [-H > N

TiM in beacon:
Hi, station Y. I have

et ¥

£ ]
: S |
- |

sleep sleep I E g

listen interval (LI) = 2 Bls

m AdAata frame H Aata ACK ﬂ PS_DPall
- LAl LIl - LACLLCE 4 AN - | - 1 Uil

A infrastructure WLAN #2 &g » = 1 station = listen interval (i & LI) +

* - ¥k (\gq\ad hoc WLAN #2 &g ’"Lrpu)a EIF nb> o o ”/‘}a LI ez 3¢ > rﬂ”‘
infrastructure mode +* ad hoc mode § 4 & ! /& : 7 infrastructure WLAN &
BT HAEE > x5 ATIM window &4 & &



(Re)Association Response Frame

Octets: 2 2 6 6 6 2 0-2312 4
Frame . Sequence [ ;
Control Duration DA SA BSSID Control [ Frame Body d FCS

- - oo mm——
MAC Header -~ /
- /
-
Figure 23—Mjmgﬁmenl frame format /
P /
PR /
-~ /
Table’B-—-.ﬁssuciatiun Response frame body v/
-~ /
-
Order Information
1 Capability information
.‘ IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII ll.‘
. 2 Status code .
. 3 Association 1D (A1)
* L 4
L LA A A BB R R R R R R R R ILE NN R R R R R R ERERRREERRRRRRERRERRREEE]
+ Supported rates

Association = ¥ 2_ 13 » station € j£_AP 78 s2j& ¥ AID (association
ID) > #Fi ¥ PESBE L o ®ARF T MAC address > @ 3 AID ?
MAC address § 48 i bits » #5 @ AID &1& 4 »* 1~2007 (0 %7 %
broadcast i * )  WRE* 11 bits o R RILFE o o A

infrastructure WLAN #2gg » 3 7 AID 4 & fa#s % & a7 it 56/57
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1. 1) 802.11 £% MAC ta&ﬁfuﬁl NEy AR R PE > T fﬁ?ﬁv[ﬁjﬁdjﬂ » station Tr
= data frame IV { i J 1+ 4%~ RTS/CTS handshake

2. 7 802.11 DCF #lpfi > data frame 1 ACK frame [t IJEﬁF Bﬁ £% SIFS >

ELfi -7 DIFS » FIAY{E o 2

R4 802.11 HIPH BEB fiUjEif® .

802.11e EDCF #x*'|{+ prﬁé&;ﬁjﬂq} 5 prioritization ?

[ I?'FJ‘ priority reversal phenomenon ?

802.11 PCF = "] {f et fjll ¥ 1~ DCF stations - 44 ?

802.11 PCF & By Uik b 2 802.11e [iv HCF #R M| ff i iﬂﬁa’f—?ﬁ, ?

{1 802.11 ad hoc WLAN FIBET power management (i3 [ 2

?‘F’*[L 802.11 infrastructure WLAN FIFE power management p~J3E &= =4

10. 802.11 infrastructure WLAN F*J dﬁ%}}»ﬁjﬂ@@ﬁ » E [ P~ fEJTjJF’J‘Zﬂ ad hoc
WLAN i Frb I po 2
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